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S=g=NIVNISIBOUADYOVS:UU Wireless LAN

aeluaians
seg 50 was tiAnmsUssann 11 Mbps.
szez 80 1was tAsUszana 5.5 Mbps.
s¥eg 120 wns leAnumsiusyann 2 Mbps.
sxeg 150 wns leAumiiusyana 1 Mbps.

ANBUBNDTIANT
seeg 250 wng tiAnmSUsEana 11 Mbps.
seeg 350 Wns ldAnmEIUsyInn 5.5 Mbps.
See 400 Wng leAMEIUsEIN 2 Mbps.
seeg 500 Wng leAMEIUsEI 1 Mbps.
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U'\OSQ’]UHDWU@DUOD Wireless LAN |EEE 802.11

IEEE Standard

Frequency

U’]OSQWUE‘TQJ(UWTU Wireless 2.4 GHz Channel

1 2 3 4 5 6 7 8 9 10 n 12 13
2.412 2417 2.422 2.427 2.432 2.437 2442 2.447 2452 2.457 2.462 2.467 2.472

\ 4

2.484 Center Frequency
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uNasgudtyryntu Wireless 5 GHz Channel 14

IEEE Standard Channel Width
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$9ngunsalin3etne Switch/Hub, Router/ONU, Wireless Access Point %finsi1e 9

Switch/Hub wifindnie iWeuselfiaiesnenfiunesiincogauasi annsafndedoasiuld Aredugunsaidmsuidouse

gunsadlussuunIavieimeniu

> Hub asvhwihiimusndana wu lussuuiedeted PC 10 in3es
le PC1 Fosnnsdetoyaluda PCs Tuvmeiiy PC Suq
agliaunsodsdoyald uaz Jagtuunuaglifinsldauuds

> Switch agvhauniloutu Hub wivauzdl PClasdoya lugh PC5
PC w9 zdsanunsadsioyalandous fu
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> Layer 3 Switch Avozls 6

Ao gunsallun1svih Routing (Sudsdayaseniadnisa) wzaulunsihlldlussuuidadsnaifinsldou VLAN. (VLAN
& ' s S A g v A 9 1 & as v o - P '
Junsudswesaeing 4 nilegluaivg Widuateuusniuegauasiiaisa) uasdosnislvigunsal Computer egluwsag
VLAN gnansaiasieiule

> aind (Switch) Wugunsaliimunnissenndudniinisirnuanansannnndt Hub Tnsnsvinnuvesaindazdsdoya
oonlUiamznodaillilunsindetuiriesroufiunes PC Umemasiiu bidinssaedeyaludmonesamiiousssy
vliluaindlifidgmnissuresioyn aindasinnuegludy Data Link Layer Aoassuiinteulunafenlosmesdoya
nsrdeuATIIgnFasBIMsAndeanluanivluBninuaniuazmuauysavesnisiudsonn dmivlutuidenlosdoya
thuagshnisuwistoyassdudniilésuaindu Physical Layer Wudeyaudafidond s feusrddugfudaly fide

Network Layer

» Switch fiu Hub usnssifuegnals
Switch ffu Hub tuagshmihiiade fudfioaus Hub dunadsdeyaduasduuuy broadcast nsvanelunnisdoauddu
switch 1fu azgrirdeyaiiiiu veunteduuudresddludueiasiu uonnianuilumsdstoyafishatufio speed Hub
fiaspeed / N 1A303u9U LAN 100 Mbps. 10 1A384 nﬂm%ﬂﬁuﬁi 10 Mbps. du speed Switch 1 LAN 100 Mbps. N
w3oslé 100 Mbps.

MsiEon¥o 1a: Aaay Switch Ko Hub ©

Aangs dwnnnisaeievisluszuuiannangs 10/100/1000 Mbps. faasld Switch Aifianuidainiufie
10/100/1000 Mbps.

Snnuvesadineufinmes (Port) wavmsazidentdesdisenasmiieliluouandie

Switch voulwAN1s3UYsEiU Asaglisulsefunaennisldon uasannisuesmusslevidu wu mﬂ@ﬁa'smzy
RN, ANSUSASUSIRINUNY Lag HARAM a2

8199#0IN1313AN Switch Ailng) Fautu 8 wde 16 - 24 port Fuadfiusnnuaieneyiiames wazaUnsnidun ax

9 3

WeusiariulATeUeveInM
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ONU

"
ONU fnazls?

ONU #a11191n Optical Network Unit {ugunsaliildlanenis wieyn
' 2 <, el va v A o v 1% a s &
$1e9 Afe Wugunsainnelindhus wesufeyanisldnudumeside
Tusguu FTTx adngq ludusidedimes iieeud ONU 9g5843U Speed
= ' 9 v @ a A g v &’ &,
Migandy uazanenldidensedyy i nuiduaelnsdnd Nazdu
@18 Patch Cord Wy

Router

Router fAvoyls?

Router fi gunsaifvhwifidosioszuuinietnsasnamils fedua
AumnedI1 Route Aie aww thues sy msideusrenoufiaunes
#e Router vhlvisannsadeudensufinnesliinnnimiaaiady
nanieatu @1 Router tuasdeniuasililunsauaunavho way
#1 Router aziivasiildidoudoansdyanaudenit Port LAN Fslagiialy
dndl 5 Ports w3eunnn Tu Router 1 @

oo\

RB 3011 UiASRM @
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MSMOUYOY Router o

vy Router

widumsdshudeyalneilusnandmsulddwedoyaan NetWerkRRaIEEE Pl SRORREstions
sguuLAsaefunslugesruuASaeUanenslaganunsad \\ 330 ft. Wireless fr
Wireless —\ ( Wireless

o - P Y = ) A 2 a‘
ﬁlwnmwua:,ﬂ&mLaumqaigzywmaaaﬁmmnm&ﬂulﬂ 2 19 Outdoor | Gateway
Sensor |

Router lni¥udayavziinisnsangindu Protocol wuula

High-Speed
Internet

ndntiufvinsmTIvEeuduUN19In Routing Table flauay
yhmsdeludaniedngvarens

i fdugadonsedyaia

- "o v

Router tuvhmthiidugaiiensedyay s lnsazdives RI- Netwerk Rotar

=)

45 (ETHERNET) duiilidwiuitiennaluds Switch iaidiou — 8
Computer Printer Game Station

solufFimauiiimes duslauraluds Switch 15azdeadldane
LAN Tunsideusie

NISNIVIUYOY Router o

° ¥ oo

YAUINAINUA IP Address

Wl NYoNADIEUUATUIEUDRI NI ISP Ui ISP aeiviun IP Address a3sdmiunsiiousienly wazvaginng
fnug IP Address aelu ieliasesnsufinmesneluaistnsveusaunsaldnussuudumesidalivneies

Vmthiiudas IP Address

qﬂmaﬁﬁv‘imﬁwﬁuﬂm IP Address 3o NAT Geilnaneuuuseiusiegnatu Router, Firewall W@usiu dmsu Router Tu
Hagtuieunnsuasiiladdu NAT lush Faazshnisuuas P Address meluliidu IP Address s3uiileldensefussuy
umesidln

15



AnUEUUANUNEUloYoD Router o

Futhneae Switch yinlideusslavatamIsansauiu
UNIUTDITUNSYI9TU Wireless
1Ju ONU Tush

Firewall /IPSec VPN (ss5un1sideusienislnauuudl security) ﬁ \

- . ' . . I -h .. A =% -
Antivirus (3uluse v84 Router gillusunsu Antivirus Heageae) /

dsuus:zinnuoo ONU/Router

vnegudu Router ognaifen

‘ unsuduiis Router uaz ONU
L -

vnegudu Router usiuuszian Wireless

oUNStU Access Point - Wireless ©

Access Point fialuiafiugiufianuein1stdau Wireless sguditiufio Access Point agvihmtihiilunsieusiainsosgning
Whdszuunsetnenuuiiany dWedilvldnudunesids viadhludunietis LAN vasdiinaududu Taensidnia
1A3eU188199EINSsIE (Encryption) Inedldauazdesld Key newdiousis vuu1nsgiu WEP %3a WPA WPA2

1 WOM WAN RI-45
107100 Mbps

4 won RI-45 POWER
107100 Mbps

16



Ussnnuovounstd Access Point ®

madenldszning Wireless Outdoor way Wireless wuu Indoor uennisiauiuliign minldnanglueians
Foamsgunsaiisessuieiesgninetses msidenld Access Point wuy Indoor usvnnldamunnsiledeu
rieas1s Turity videiuilaantr wndoagnaneliiunn uusiilsld Wireless wuu Outdoor Hagiiudl
Tssnundngunsaitssiniiunsuiae antiaenssu Wireless wuu Outdoor swiluguuuyyes Wireless
Indoor gnénAvziindt dyanamss udeed wilidfsdadouardediin msdenlign msizasidymides

YY)

M3TUdy

Access Point kuu Outdoor

o

mudnvaatuniaugwiun ildedygalalng (el Frequency g9)

anwazAfuAUDEiiaNgein InilisudslayauSinaunuuusieliles LK e
laldAdyauasiiug asg '
dnndaymiiunisldau DHCP w3esgnineiasesi 6-10 dnasiusu 1P luls

Anfauene1n1se uazyuuAnnuHulaf

T ——
- -
-
Ustinnyovounstu Access Point

Access Point kUU indoor
dnwauzatuaudiinugntios (ANuAUNAMLNINTEIL)

isudsdayalafiiaiesninuinnid
wievdsdayeyralléilnad Wireless wuu Outdoor lalldt usiagnslshmudayeyrauf
faus9ndn Access Point Miu Wireless N 300 Mbps. ¢
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MSIaonld Wireless Access Point

arwdilunissudsdoya

Saflvowmanfasiedotngliaeiinseunguis
adniuldtunanSurivesfransesu

Access Point vi3erAnsfnsiliaeduianuaninsalunsuiudsutesdyaio
uazasasls

wanfusifinnidedoduiivensu

nsReRaeuazazantunsid

Hefgulunmsidnsiadygyraildiernuvasnsis

o

a a s 2 =3 (3 Y a
4N WU’]LL@%@J%@WMLL’J%ﬁ@’]’Ju‘IﬁaﬂL’JUVL"'UG]‘U@ﬂHNaM

o

NARA U ILEREn UL NSV

o

a cala A ' R .
NARNEUNVIUATDIVHNIYUFAINITHIUNITATIVEDUNINGZIUIIN Wi-Fi Alliance

K= Access Point

\\\m?';t‘

Mslaonlyd Wireless Access Point 0ULNASTU

n1sidenld Access Point A131NMASFIU b/g/n
finoufiumes wiaiioanuaeulsalifinios
amuilanlnarualnguss
Hruvdeituildemiliniann
Seuuszanadmiu Wifi Router lilgeunn inszannsgiu AC asnadeutnege

n1sidenld Access Point ANuNINSgIU AC

Py

o 4 X dew A a v I L 4
tuvdefiuiildnuivinuniiauunsgiu N hinseunguivuiivisn

#I User Nldnumipeuiiameiiazinsonnunauleadessesgvanginsosmeiuay
AR 2.4 GHz 9199zliliiieans feeliiInsgu 5 GHz Wiswasy

Truduwesidninniudandivaaliduuialug fsorasuludensiaunuain
in3sneulea wsell User d1emen Live Stream Video luwdou o fu vinld
fosnsuseavsnmlunsvihaugannasaim

QDFp

Fi

CERTIFIED"

CERTIFIED

O Interoperable with:

2.4 GHz sana 1 hibps ]
54 Mbps [
5 GHz aand 54 Mbps ]

Wi-Fi® Protected Access [#]
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Ustnnyovangdryrynru UTP ua: Fiber Optic

®

Jssinnyovanadrynyiru UTP

CAT 5E

aegiiil (UTP) Uszinn Catagory5 (CAT-5) HAINAEMeAITEn1sTnfndeunty fms
Hesudnyanasumuldd wazannsasesiunisdstoyaiiniuds 10/100/1000 Mbps. inme
100 a3 s095unsiuvesgunsalineuieluiaqiu Wy Ethernet, Fast Ethemet, Gigabit
Ethernet lped Bandwidth 10/100/1000 Mbps.
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Jssinnyovanadrynyrru UTP 9

CAT 6
aneUszaniiiaganenesunsiifinnslnseuduieniu CAT 5E - CAT 6 Timnusy
49dn 10 Gbps. (s¥82 55 1Un3) 619910 CAT 5E ﬁian%’um’mﬁ’gqqqm 1 Gbps.

Uszinnyovanadryoyrtu UTP 4

CAT 6A

meUssaiianansisheanuisilunisdsdeyadl 10 Gbps. 1§ uar Sournvesununounsd 23 AWG
yumnaspulunmsddygna wieudearuilunsddygnui 500 Winnided uay Saludonduueni
WANAN TR LSZH(Low smoke Zero Haragen) Bsaglaianaln vauziinunddlvel uas laifatuiiv
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13oNane LAN wuulkulkahunonud ?

Switch/Hub #ldTudinausasiuananiaagivinle?

\
10/100 Mbps. mmmpC AT SE
59331 1000 Mbps.
N
10 Gbps. mmmp CATOA
50351 10 Gbps. (100 M.)

J

1000 Mbps. / 1 Gbps

CAT 6

50351 10 Gbps. (55 M.)

NISWIKD RJ-45 a@ng LAN Cat 5E auuNQsTU

gunsalneiy dafuldans LAN wuunss gunsalnilouriu dafiuldany LAN wuuasas
(Straight-Through Cable) (Crossover Cable)
o fiumoi
) I
) 2
3 3
4 4
5 5
6 6
7 7
8 8
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Ussinnanaidulounounue (Fiber Optic)

[nsvaswyovidulgunouniEay (Fiber Optic)

v A o

wduuAa (Core) Wushimhdanauas axilidushaudnans 62.5/125 um, 50/125
um, 9/125 u

= . e v § Y o o 4
© AUULAABY (Cladding) Wuansildlunisindouwia (Core) tialvihdgygals
' - a ' % o A 4' i v
na1 fie wasigndslluwnuuinzgndevie ideuiilumuaslvueimesuiuns
dvvieunduvesuas Juaafiouauilidunigudnats 125 um

auuteanu (Coating) uiadeuntiwaaduuiiiuduiivesin Cladding el
Unendetu warldlestunasanaeuenhiliidinaeluduliives fdurgudnans
250 um

- Uaande (Buffer) Wuiafleuvaenvesaeviodetuluivulesiuay uazdiviy
Tin1sldsevesanglivasiianudaneguinniuiiidusiaudnaisusyanm 900
um(Buffer Tube)

4 - ) o v a o v
Uaanuiu (Jacket) Wuiadoudetunengavesaglnivesiliiinnnuseuios uas
o v A o s & a = a & "o o
imihilesiumelnivesidutunenanyiinves Jacket Axiiviangwiln Jusdiunisly

g A a N A
Nuinduaeiiunielueias (indoor) viseliunieuenenis (Outdoor)

Cors

Cladding

Coating
or
Bufter

— Coating 250um —
.~ Cladding 125um —. "~

S

S0um or .
62.5um &fum -Q

Multimode SingleMode

D

O e

Core Cladding Coating Slfef;g{)?:emng Gable Jacet
gt
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Fiber Optic WUpaUMSIGUNMDYoIEdld 2 ¥da Ao $

Single Mode Fiber

fuurvesiuasagluuuiiies 1Fundn Single Mode Fiber Optic “ -

(SMP) wunaLduriugudnatsvesuny vun 9 luaseu awnsald

ulgfiszayme 5 - 70 KM ——— ﬁ:

Multi Mode Fiber

fwuvesduasegiudruiunin 131538071 Multi-Mode Fiber Optic
(MMF) swaLduruAudnatsveuny au1a 50 luaseu uay 62.5
Tuaseu awseldeuldnfisvesnig 550 Meter wngfuaunely

21A15 wiselisveslng

ssuuindotnedoudiaiiou 4
Virtual Private Network (VPN)

WASDUBLALBUAIUM MVNUlaglY 1ASIAS19999ATDU8ETITUY K51 ILITUULATTUNY
lefinle uadsanuisansaudunsotnenizeIRnslaniensin9te package nouds

~ vy ~ ) =1 & a A ' A
wielvideyaiiauvasadeuniu VPN WWumalulagnisideuselaiotnguenainns
(WAN-Wide Area Network)iiinaadunaulanazisusldldlumieanunivaigaivn vse o
dinenunszageglunanggiinia Tussuu VPN msweusieseninsdinaulagldiaiedng
Internet LNUNIABLTDNAE Leased line %38 Frame Relay
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Mludovlds:uuinsotngidioudouad VPN

wialulad VPN Tadhundudnmadennils Wissnldlddenansie Intemet Nifinshnsaeg

\ 4

agunsvanadass sruulnisadiaes lnedinisadelusddeya (Tunnel) Wousiariuy

seieiunsiulanenia ibiadeudndussuudndsadieniu awnsodeloyasieissuu

& a6 oy 1% S0 & P 5 v o § vl Y Yo v
Wadsavile lngdeyandeiurzgnasiululuglusddeya vilulianudasnsdogs Indifeeiu

leased line weiAlwa1luA15%1 VPN tu arndnnisinanedeygiamnn

ADUANUNSDYODSUUINSDUNUIdoUdOUQD VPN

A3@5192995L@DUITWIUATEUY Internet 19
wanmslnesotnsgosidentu Internet fid1iinau
Tne) Fezidornignasianizay) wayAIuinig
Internet Wity ¥ilisianusolden Interet 16
Wislauasav e el ud 1N uY LI LAY

=1 [y £ 1 v
fianudaeadelunisldnureutiegs

Corparaty HQ
2N —
T rmnm‘epﬁm
Homwos s '\
WINVPH(MM“MW
( INTERNET
fra_ /\@ ' 4.

W § ~am

Branch Office

Wilh VPN Rowter H
/: E

e

Wircloss Gllent
Wiith VP cliont software

With VPN Rsuter

Tolaworker
With VPN client sciware




sULUUMSIKUSMSYoD VPN

“*Intranet VPN (Jagiudniinanunstatndavnsalldzuuuuil)
& g v ¢ & ] = ' & oo W lw o o '
Wuguuuures VPN Ailflamenelussdnsvinty wu nsdeusiainietessnitsddnailngjdudninnudeslungunnuas

mdanin lnelunsideusedumesidaiudiuinsvesduuddndeonsedniuaiedisdiialiouvesesdng Mniuiivi

mMsfeuselagld Leased Line #se Frame relay

oy s Site to Site VPN Connection
Branch Office/Site2

sULuUNMSIKUSNSYoD VPN

#*Remote Access VPN

< Y o A ¢ A a = v ¢ A 1Y Y &
L‘U‘LJ'EULL‘UUﬂﬁlﬂﬂﬂﬂLﬂi’ﬂ"ﬂ’]Eﬁ%831ﬂa‘0’]ﬂqﬂﬂimmaau%m’m 9 Faanansatndansednelaly 2 dnway anwazusn Wunis

Y ¢ 2 & 2 ¢ o v o a s 2 & o a Y o ) <
Whianleaduanaly Taadudagerdedliusnisdumesiinluiinandunsiadeuasidnsianisddygruanlaadudly

fuesadlevaniuardnvarasudunsdnfainesewd nwadsniies (Network Access Server-Nas)

| Smart VPN Client

v

LT

(@

(Traveling R
Business People) €Mmote Dia ir =
Onne i
“ y Internet Ction

Main Office
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Jafvasszuu VPN

aansavenensdeusenietnglausiiuesetie
thuazeganufiteiu
fmBangugansizannsald veN Alafld uay
feaunsavens Bandwidth Tunisldauladenie
Ingianzlun1svin Remote Access Tl @nsie
Wnldanuededieldananiuiiou

annsaidenloaaietiouazuanidsudeyasen
meuenasdnsliegnsUasasie tngldunsnis
sruulauaziinisihsiadeyaneunisdsdayann
nds

annsaanAldinelumsideuse edensqua
fnwmsldnuuaznisidense

\ 4

Jaidevaeszuu VPN

© liaansaftegeuuanuid madhdaasamam
493 VPN 1§ 1il0991nVPN vhanueguuiedotie
SumediindauiSesiiegmiensmunuves
Houa

& VPN Ssfiotnlumaluladiiroudndvidniy
Uszindlneuaziinnnuvainvangsinsiunugngs
usiazs1s avtudedlifinasguitansaldsmiy
leunsvany

& VPN UUseinvfede1feminuaunsoves
gunsalisaiotielunsidisvia wasdesding
dninsaUszdnsam

S:UUIASONEAOUWILQOSUODAIUNDIUASDD

UtyBaknsnulunwsou

IWOlKWIINDUSUNSIUADIASYES IS UUINSOUNEYOD
KUOEU
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ScUUIASOUNYNDUWDIOOS
YouaunvIuasd>dUyd
arnsoulumwsou

szuulnSagNBoIUMEludUNOIUQSOoUNYBaKNSTU

Fusuumsdauiassuuindaiismeludninnuasaedyannis 87 dninaw

Router FTTx Linkl

RB2011 (Access Point Mode)
SSID: CAD-WIFi

CAD Online Center

________________

Access Pont Access Point ~ s
7z . D USER USER Project
CTO RN
Version
USER

\ 4
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ssuulnSoENIBOUMEIUZITNNUASIDUNYBaKNS U ©

gunsal Router vasfliuin1sBuwnasidin Wu CAT, TOT, 388, TRUE (Jusu $1uau 2 293

3enmoe»~~n - aunsal VPN Router vhwthilausieiugunsal Router

internet

oYEAT

vosliuinsdumesidniia 2 2993 ieliuinag
true dumesilinkusyuy Authentication wiausyuudaiu
LOG saullUdsvimthdidousde VPN luginsunsiadayd
avinsel wavdahauludnuay Active/Standby Wieeas
Suwesiimsaslamasmiaindas TWideubunesiide

{9953 uwesilindnnilnasla

gunsainszatedyrangludnineu wu Switch #3e
Access Point 1usiu

mMsioudoounsniinoramaeludtinoiuasooUnydarkns i€y

1dauda jgunsaiinsanng
vooRlkUsMsAULaaSIGd

200SKaN

Mwrorik  \

RB 3011 UiAS-RM @D

TWuaavanuzmsidandagunsni
{unda: Port
n_?oumaQwln9n'ms:;\,uﬂmnﬁmms’ozhmeﬂu

(Switch LAN, Access Point)
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msﬂoudogdnsm’méozﬁameﬂushJﬂmumsaoﬂfyz?amsru'é

YBINNIMI¥aNsasEULAIaYTIaneluaunsal RB3011UIAS-RM

ETH 1 (PoE) : 5¥UU CAD Conference vizogunsainszanedyaanasevienielu (Switch LAN, Access Point)
ETH 2 : 5¥UU CAD Conference vizoaunsainszanedyaanasevienislu (Switch LAN, Access Point)
ETH 3 : 5¥UU CAD Conference vizoaunsainszanedyaanasevienislu (Switch LAN, Access Point)
ETH 4 : FTTx duwmesidnisasndn

ETH 5 : FTTx duwmesidnieasdrses

ETH 6 : dm¥u RB2011 Access Point Mode SSID: CAD-WiFi

ETH 7 - ETH10 : Uannsldau (Disable)

mMsioudoounsniinorameludtinoiuasooUnydarknsni€y

\_
I Agliuinidumaiin
A l CAT, 388, TOT uas True
-
.|

-V‘Q- >
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anuruMsiBoudos:kINSUAsOPUNYBaKNSTUNUAUNMUASIDUTYBAKNSNUdounINIA 9
WwiuBovMY VPN

M

e CAD @ IDC

¢ . : - \
H a2 N\
- Private Link
= "\/j

IF. Ll iE.

Temote.
VPN Gateway (RSVPN),
Firewall, QOS,
Users Authentication

S:UUWZOUQDQU Authentication System 4

S @11150 b9 Username wag Password asiaaslanigly
driinauanadyBannsaldiugiinians 87 dnineu

e = 0

« © @ R R ’ oy IS

> anunsaasusianulenenuLe

JUNBUNTSVBLTIUSZUY Authentication System

+  nsendeynasuuuuunesuveTerlduas a1y

Authentication dwiumiheanudiuginim
> Scan wavdiwuunasulud
e-mail : netgrp@cad.go.th




S:UUSQINUTOYaDSI9SMOADUWDIA0S (log) Meludinou €p

szuuuimsdanisiiudayaasasmeaaaiiames lnefinsdaiuiidnunanauuusiugud uasuenaenains
2 . < I 44' 2 . o ' o Ha iy 2 a
\iu Log Fileneluin3osusivng 1esa1nmsiiu Log File Tuiasaswsitiglunnuiitiednli “Comply” au w.s.u. 9 1iaa1n
liannsashwanugnsiosesieya wie “Integrity” dmsu Log File Mifiveglundeauidigld mszdguaszuu wde “System
Administrator” @nunsawinis Log File TuiaSes waganunsainluunla Log File 1a uenainilugnines wie MalWare 81audnan

. - v A v 3 v = 1 o - 1 vo o o q v . a -

au Log File lui3asldnnidle dusninesamsaneidnnsetuitnenasBansotusdtnelidnia vl Log File fiegluinios
wdnetureauUisiiolunsandundlutuaia (Admissibility in Court)

nsdaudeyaasasnsaouiianed vie Log File fignfestiu msfesiniuwuunuguiiidunars Tasusn
syuvpendudaszannAseltng uazszuu Centralized Log Management feasanynsatlosiunisduiuile Log File Tne
lall#5uaynn 8nita Fesanunsaifiu Log File Milduumuiingmunessyly Aooehatias 90 Su i3und1 “Log Retention
Period” e snsaier W3esEUU Storage ve1 Centralized Log Management System sosgnesnuuuintnalamzldlunis
WU Log it

S:UUSQINUTOUADSI9SMOADUWDIADS (log) Meludtnou €

,—{ CAD @ IDC ]_\ Ainnudugina 17
Centralized log server 15P2 @;H
N5

& - 2
G g 108 e 83011 -
7’

|
|
g ISP1 I \\%
|
| v
! \/ :
1

N
-
2

4

=

i

CAD Authentication

bbb b e

R—

Remote Site

VPN Gateway (RSVPN),
Firewall, QOS,
Authentication
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5uooumsosooaouﬁoga Centralized Log

e v : fumg

| —
=T 3 P: YOOI IOK
e

[0 1555 Wm0

filvy : Yanems
1P YOO X000

o mam wmn mmxme

[woam nmn mexwe

[ e mmse

lolvs
DATE - TIME

[ s mmse

[ mn mmme

[0 o mmme

lwam wm mmme

ozls
URL ?

| —

B M R

MAC ADDRESS
ﬁ -l
vy ; 1AT99RUNIS

Woundns
1ns

\ 4

LwunAUSUUINSoungMaludunou
(Disaster Recovery Plan: DRP)

Disaster Recovery Planning

Ao NMIIeUNULNeNaUsEUU IT Ianunsaaiiuay

v a el Mitigation

solulanduindeiuf 3o awnsavinaulsedns
seifledlurawiifndefivh duitunousieg nanie
mMsdansUssiavesteith nisussdiuanudes ns
Nuunudasiu nnsrriauaztuiindeya

Recovery

Response Monitoring

Redundancy
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JUQOUMSMN Disaster Recovery Plan: DRP @

o

> dumeuwsnie Risk Analysis liAsizinnudsenasilfeRvRussIanluudng

> Yumeudl 2 fia Risk Classification 1@ MUNNGUVTEUTHANAMUFLINLYNNDIANT WU AVFssTIARIINAEUDN
(External Risk) A3 13desuastaya (Data System Risk) AadsIv8aNsliunis (Service System Risk) A3 EE
YosszUUNUgIU (nfrastructure Risk) {udy

> dumeudl 3 Ae Disaster Effect Analysis ieUssiliunaresfeRviindinansenuiuisetnslstne Tnedunauiling
ufutuneudiaes fe WeonvwenUszananudeslddnauudl fagdnserindeiviaeneliiianasslssaun

“ dumeudl 4 fio Disaster Recovery Plan nismaunudiiRelunsdifnfefion WWud wwsudofuRoaduung uwwu
Fuitofefititusunss umumsuftRdeliaunsadesfufodtald wunsnoudsuu uas uwmumsEudussuy
afuayulyal 1wy Weussiuudmuinlindanulniliudluiisgavhevesgnniy Ansiigunsaladrmdsaudises
Tildem 1 Judu

ANWSWUghuNSDUWluMsquas:uuIASathe

ua:msdaavounsniingoine

WolKkwinausuladnowSluNsqQuasuuINSoUNg
soUNPMSAaD
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JuaouMs Configuration oUnstu Router WovAU ©

> Wawseany UTP 21nA3ednauiamesidn Port LAN Yasgunsal Router

yuaoums Configuration 9UNStU Router WovaU ©
- T Browser uunu&fins 1P Address ZIE Fo68

va3gUnIal Router
(9lean Sticker logunsal)
> Tvinsen Username, Password LﬁaL"i’hQi

JURDUNITAIAT WAN

©2008-2019 ZTE Corporation. All rights reserved.
== ORI
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S Ansdadn WAN "Lﬂﬁmig
Network > WAN

~ nsen Usemname, Password 7
loanglvusnig

ZTE

+Status ‘Network-WAN-WAN Connection
-Network

F668
L3 Logout @

Name [TRO6S_INTERNET v

! "
WAN Connection Newd

Name TRO69_INTERNET

Port Binding
+WLAN Enable VLAN t
+LAN VLAN ID 100
+PON 802.1p [0 v
+Routing(IPv4) Type [Route ]
+Routing(IPv6) Service List [INTERNET TRO6S __ v]
Port Locating MTU [1492 ‘
+Security Link Type [PPP v
+Application p @ e
+Administration Username (Summememsmmsesy .
+Help e rr—
Type | Auto v]
@ Connection Trigger [Alwayson v |
1P Version [IPva/ve  v|
lxmm G
Enable NAT ¥ |
e @

1PV6 Info Get Mode [Auto Mode v |
Prefix Delegation From | DHCPvE

GUA From Prefix ¥

©2008-2019 ZTE Corporation. Al rights reserved.

LIk

\ 4

Port Locating
+Security
+Application
+Administration

+Help

|DNS Serverl IP Address (192.168.1.1 |

DNS Server2 IP Address | | j

DNS Server3 IP Address

| Default Gateway [192.168.1.1 ]

Lease Time E64OO )sec

Allocated Address

F668
+Status Path:Network-LAN-DHCP Server U Logout . Y, o
EErr 2 N98IAT DHCP wazn13annng IP
+WAN NOTE: & XY o )
FWLAN The DHCP Start IP Address and DHCP End IP address should Address LUuﬂﬂlsqwﬂﬂlsu’au HININY
JLAN be in the same subnet as the LAN IP. vy o
P Tallvieniu
DHCP Server
. W1, 4 i
g:z: :;r;ien:wvs) LAN IP Address [192.168.1.1 S IUﬁLﬁJ‘U Network > LAN >
Subnet Mask [255.255.255.0 RY
DHCP Port Servi
DHCP Port e DHCP Server
Servlce(.vas) Enable DHCP Server ¥ . ° '
+PZ: senes DHCP Start 1P Address [192.168.1.33 5 NIRUAAN
DHCP End IP Address [192.168.1.64 |
+Routing(1Pv4) . = IP Address/Subnet vpsgunsal
Assign IspDNS 9
+Routing(IPv6)

IP Address Léuﬁu
IP Address ?Tuqm
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JuaouMs Configuration oUNSTU Access Point 1000dU

- \Wausipany UTP 91nwA3eInauiinesidn Port LAN we3gUnsal Access Point

\ 4

© 1WUn Browser Yusnudafiaimi IP Address veasgunsal Access Point (glaan Sticker lagunsal)

- ¥insen Username, Password tieldngdunaunisnm Wireless

JuaouMs Configuration 9UNSTU Access Point 1090GU

VVAN / Internet

2

Type

Tomato
'ersion 1.28
sts

Uss WAN port for LAN

LanN

Disabled [+] I
s |

Routsr IF Address

192.385.10.2

2552552550

192.185.10.1

DHCP Server

I® Address Range
Leas= Time
NS

Wireless

Enable Wirsless.
MAC Address

To00 (P:port)
oocoo o o o

ceop | L2ILAIBINANBONDAN 1wwailna DHCP |
SN
[ezieésiioo

-[19271881.148 50)
1220 {minutes)

0000

| 1Wan1591191u Wireless |

I\Nireless Mode

8/G Mode
[=©
Broadcast 2] 6
== Ty
Security Y WEAD Personal | w|
Encryption TPl AES [>] 7
Shared Key c=572345 Random
Group Key Renewal 3600 (seconds)

Sanest

\ 4
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| & Advanced IP Scanner

[Usuinsu Advanced IP Scanner 6

Flle  View Seftings Help

’s@n P C R E-
1010.10.1-254 T—— 3; I 00 I ;J

Results Favorites

Status Name 3 Manufacturer MAC address Comments

10.10.10.1 10.10.10.1 8C:68:C8:DF:10:62

]

DESKTOP-7SD&PLU 10.10.10.147 Hon Hai Precision Ind. Co.Ltd.  BO:52:16:3A:69:87

2 alive, 0 dead, 252 unknown

NNSSNUNINOUUAOQNY (Security) YO0 Access Point <

WEP (Wired Equivalent Privacy)

T¥nsdhsiailetaetosiunisiudeyalianelnglaildsuougn Wep Tiadiinsiaieisiatoyanoudiozds
amgrenfinesiliRdinsaintuhiuiteransadilfintodns uaznensiatoyaiidunanaouiounes
\woadu Mt WEP fssfumnudaendoansssdu Taglidd 60 Sn (Lsfauendt 40 Tn) viedd 128 Tn
(3o 104 Jn) ilalfiuUszAnsnmnmsinwanuaendy msliad 128 Sn mnanddnisdsia gunsallfane
Hovmauueietslfmevennazdadldfdiinsiarinsstusonindisia Wep aniliaeasannsadmunaild
fla 4 @ (FrdvdAdlaun 1, 2, 3 waw 4) legaiTonsio (AP) vieanillianudstoriiinsiadsldAgivusinedlu

yilfd Tennunderzseyisiriadngnldlunisidisiaiemvesteninu AP viieanillTanefiideiusanunsaiu

o =2

§
Aguiineglusaiidguuliuarlilunsoensiailomdoruiidihsdliliosandanessunadisia Wep feadu

gngaudmiumslanfiaseviy Aulugmudmisiarsanmsliisshuanulasasiowuu WPA-Personal %38 WPA2-
Personal
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MSSNUIALUE0ARNY (Security) Yov Access Point <

WPA (Wi-Fi Protected Access )

» WPA-Personal

yomnelilddmsuanmundaunuuluthunsegsiavuadn WPA Personal Sndudosldnisimunen pre-shared key (PSK) Tng
{lifignidoudeuazieiosgnine idndudedldidsvinesnisnsaaounugnies siariuyaiilouiigadendeasdosgminunlduy
poufiumesiAsasinargunsallianedug ameilidonseruinsodnelane mmﬂaamﬁ’asﬁuaauiﬁ’ummLL?NLmi'aLLasmmé’waq
ety sWashuTiemtsinvanuaensaeietielfinnnifaruiidu mngaifeudelSmevieisineuesauatuayu WeA-
Personal Wag WPA2 Personal amaasidaldauuugaideuse wagfmuasimhuuuugmiidudeu WPA-Personal anansaldléiu
danessun1siinsiadeya TKIP way AES-CCMP

» WPA2-Personal

WPA2-Personal $1ilusfadlénsimundn pre-shared key (PSK) lnegldifigniiensiouasiriosgning lusuiusedfidimnesnis
nsrdeuATIIgNdas i ugaiiteuilynidenroasdosgnininlduuresfnmesirdesiiuargunsailimedug fmuaiideusderty
wseveliany ﬂ’,]’lll‘UaEJﬂﬁﬁ%uaE‘jf‘ﬁJﬂ’nuLL‘ﬁﬂLLﬂiIQLLﬁBﬂ?WNﬁUﬂJ@&Lﬂ%@ﬂhﬁ siaruienisinuneulasaioiederglduinniy
swarufidy WrA2 iunsusuussiaenatn WPA uasUuldunnsgiu IEEE 802.11i agsanysal WPA2 anunsoldamusauriu weA
WPA2-Personal ansaldlafiuganestunisiinsiadeya TKIP way AES-CCMP

Internet Access LAB $

Class Access Point

(@)

UTP Internet

192.168.XY.1/24
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Internet Access LAB

\ 4

Connect laptop to the router with a cable, plug it in any of LAN ports (2-5)

Disable other interfaces (wireless) on yout laptop

Make sure that Ethernet interface is set to obtain IP configuration

automatically (via DHCP)

Internet Access LAB

The Internet gateway of your class is accessible over wireless — it is an

access point (AP)

\ 4

Q)

uTp

192.168.XY.1/24

-

/ Class Access Point \

Internet

/
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Internet Access LAB

To connect to the AP you have to:

- Remove the wireless interface from the bridge interface (used in default

configuration)

- Configure DHCP client to the wireless interface

Internet Access LAB

To connect to the AP you have to:
- Create and configure a wireless security profile
- Set the wireless interface to station mode

- And configure NAT masquerade
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Set DHCP

client to the

Internet Access LAB

L Wireless

i i, Bridge

=3 PPR

== Swikch

[#[[=] [~]

DHCP Clignk | DHCF Client Options

|InterFace

DHCP | Status

(8]

oo
o 5 Mesh etheri-gateway —
WiFi interface N _ﬁ Inkerface:
255 IP
== Use Peer DMNS
= Apply
MPLS I
(_ Use Peer MTP
ey |1t (1 selected) DHCP Options: |hostname  [F1% | 7=
gl
IP - DHCP Client
Aa Quick Set
L CAPSMAN Interfaces  Mstreme Dual  Access List  Registration  Connect List  Security Profiles |Channels

Set Name and

Pre-Shared Keys

|8 Interfaces
1 Wireless
i Bridge
= PRP

== Switch
913 Mesh
=5 1p [:
7 MPLS ¥
& Routing »

|| Files
| Log
;Q_"‘_ Radius

A Tools [

B Mew Terminal

Bl mak=Dml ITED

Prafile

ﬁ Hlame:

Mode:

Authentication Types:

Unicast Ciphers:

Group Ciphers:

WPA Pre-shared Key:

WPAZ Pre-Shared Key:
Supplicant Identity:
Group Key Update:

Management Protection:

Gereral ‘RF\DIUS EAP  Static Keys

s |"WPA Pre-Shared ... |¥
*

]

class

Cancel

dynamic keys |i|
WRA PSE WPAZ PSK
ClwraEap  []wrPaz EAP

aescem | thip
aescem | thip

Ao kA
HRRAAEAARRAAAAAN|

I0;05:00

dowed 3]

]

Apply

Caopy

Remove

Helelil g

Wireless - Security Profiles
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Set Mode to
‘station’, SSID to
'ClassAP' and
Security Profile to

‘class’

Internet Access LAB

Ay Quick Set
L CAPsMAN
|/ Interfaces

Interfaces |Nstreme Dual Access List  Registration  Connect List  Security Profiles  Channels

1 Wireless -
- General Wireless |HT HTMCS WDS  Mstreme Advanced Status  Status  Traffic
52 o
1, Bridge
o e
=2 Siikch Band: |2GHz-B(GiN =] o
12 Mesh Channel Width: |[20/40MHz Ce | =]
:
28 1P Frequency: |aut0 || v| MHz
:
s = [ o [ comen ]
& Routing » ) —a ol i
N Sian Lisk: |deFauIt ||v| - HEITEEE lEel
%5 System =
Wireless Pratocal: 802,11 [=] Tarch
Q Queues
5] Files Security Profile: |class || 3| SEan. ..
Log Bridge Mode: |enabled || 3| Freq. Usage. ..

Wireless —>Interfaces

“Scan...” tool can be used to see and connect to available APs

Internet Access LAB

Private and Public Space

Masquerade is used for Public network access, where private addresses

are present

Private networks include

10.0.0.0 - 10.255.255.255,
172.16.0.0 - 172.31.255.255,
192.168.0.0 — 192.168.255.255

Internet
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Configure

masquerade on the

WiFi interface

Internet Access LAB

A Quick Set
L CAPsMAN

Filker Rules  MAT |Mangle Service Ports  Connections  Address Lists  Layer? Protocols

It In.terfaces E‘ E lz‘ @

5 Wireless

| 00 Reset Counters || 00 Reset All Counters |

‘ # | |nction |Cha\n |Src. Address ‘Dst. Address |Protocol |Src. Fort:

Dst., Pork |In. Interfacelout‘ Interface

q‘ﬁ EBridge
=2 PPP
== Switch
“15 Mesh
=P

7 MPLS
@ Routing

1} #l masquerade  srcnat

General |Advanced Extra Action  Statistics
Chain; |srcnat |i| Cancel

Apply

Dlsab\e

Stc. Address:

Dst. Address:

v v |w =

etherl-gateway

{ﬁ} System
g BuEES Protocal:
|| Files Sre. Part:
|| Log
2 Radius
A Tools

New Terminal

Dist, Part:

Ay, Port:

In. Interface:

Qut, Interface:

IP >Firewall >NAT

Comment
Conv
REIT\EVE
Reset Counters
Reset AII Courikers

Configure

masquerade on the

WiFi interface

Internet Access LAB

Aa Quick Set

L CAPSMAN Filter Rules MAT |Mangle Service Ports | Connections  Address Lists | Layer? Protocals

[T Interfaces E‘ lEl

| 00 Resst Counters || 00 Reset All Counters |

1 Wireless
L#

|Actinn |Cha\n |Src. Address ‘Dst. Address |Pmtncnl |Src. Park

In. Interface| Out, Interface

mg Eitidge 0
=2 PPP

== Switch
“18 Mesh
58P
L MPLS

=l masquerade  srcnat

General |Advanced Extra Action  Statistics
Chain! |srcnat |i| Cancel
Src. Address: 7 Apply
J@ Routing

etherl-gateway

v |w | w v

" -

e —
§§§ System
e e Protacol: hd Comment
5 Files 3re, Port: - G
L,J Log Dst. Port: ’—| - Remave
A Radius Any, Port: |—| - Reset Counters
%, Todls montefacsi [ |* Reset All Caurters
Mew Terminal

ot Tneerface: || EESHN +| ~

IP >Firewall >NAT
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Internet Access LAB ¢

Configure DHCP
Used for automatic acquiring of IP address, subnet mask, default gateway, DNS
server address and additional settings if provided
MikroTik SOHO routers by default have DHCP client configured on ether1(WAN)

interface

Internet Access LAB

\ =13
DHCP Client | DHCP Client Options
# = |¢ ® | T| Release | Renew
Interface :Use Peer DNS | Add Default Route |IP Address Expires After  Status | hd
wilan1 yes yes 10.5.120.243/24 00:20:57 bound
D1co e <rkr> =e
I B —
Interface: 3 Cancel IP Address: |10.5.120.243/24 Cancel
! Use Peer DNS Apply Gateway: |10.5.120,1

|
Use Peer NTP DHCP Server: |10.5.120.2

DHCP Opticns: | hostname Expires After: |00:21:25

Il el
Il

3le
v Comi
a
chentid 3% Cop Primary DNS: |10,5.120.1
Add Default Route: yes T Secondary DNS:
Default Route Distance: |1 Release Pri TP :10_5_3_1 Release
[ renow || secorary
CAPS Managers:
enabled Status: bound enabled Status: bound

IP ->DHCP Client




Internet Access LAB

DNS
By default DHCP client asks
for a DNS server IP address
It can also be entered
manually if other DNS server
is needed or DHCP is not

used

DNS Settings = E
Servers: |8.8.5.8| ]
Dynamic Servers: [10.5.8.1 .
| Allow Remote Requests Apply
Max UDP Packet Size: 4096 '
Query Server Timeout: 2,000 s Cache
Query Total Timeout: |10.000 s
Cache Size: |2048 KiB

Cache Max TTL: |7d 00:00:00

Cache Used: |202

IP >DNS

DHCP Server

DHCP 1121n Dynamic Host Configuration Protocol &svinutiniiany 1P IﬁLLﬁLﬂgaQQﬂ

(clients) Ingdnluiii dmisu Network iliATasgnuateinses n1sivua IP TildagiaTes

yaassnentunisansn Mdmus 1P Irluiduueseylstnadl watleSasiaigunly

Network Tvsl foenauluay sy assign wes IP Indlslliwnduiuesifu DHCP Server

\ 4

sy ntiunu lnewesesgninsesinulnniad Nagve IP 1183 DHCP Server uag DHCP

Server fingrimiua IP Tliasosgnios Tngldediu
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DHCP Server LAB

Disconnect from the router

Reconnect using the router’s MAC address

KK ) WinBox v3.0 (Addresses)
File Tools
q Connect To: |4C:5E:DC:DE:34: 14 | Keep Password
Login: | [ ] open In Mew Window
Password: | |

Connect To RaMOM | | Conneck |

Managed Meighbors |

[Fre_J[a 8]

|MAC Address i |IP Address |Identity |Version |Board |v

4C5E0CI0E 3414 192.165.585.1 MikraTik .33 (stable) RES941-ZnD

DHCP Server LAB

(#][=] [¢][] [a] [w] EE
| |Address /| Metwork \Interface

D ‘%’10.5.12&243!24 10.5.120.0 wlani

New Address

Add IP Address address: [192.168.199.1j24 |

192.168.XY.1/24 on the bridge Network: 4

interface —b QI ridge-local

enabled




DHCP Server LAB

DHCP Setup [=] E3 | oHCP Setup
Select interface to run DHCP server on

Select network for DHCP addresses

DHCP Server Interface: |(uilsl sl DHCP Address Space: |192‘ 168.199.0/24

Q [ oo | ][ come |

DHCP Setup

DHCP Setup (O] ]

Select gateway for given network Select pool of ip addresses given out by DHCP server

Gateway For DHCP Metwork: |192.168.199.1]

Addresses to Give Out: |192,168,199.2-192,168.199.25¢ | &

41,‘ back || Wext | | cancel |
e

DHCP Setup

DNS Servers: |10.5.120.1 &

° | peck [[ New || comcel |
-/

DHCP Setup

Select lease time

Lease Time: |00:10:00] |

e Back [ mext || concel |

’_\-._/‘

IP ->DHCP Server >DHCP Setup

Routing

Static Route LAB

> Works in OSI network layer (L3)

= RouterOS routing rules define where the packets should be sent
> Dst. Address: networks which can be reached

> Gateway: IP address of the next router to reach the destination

Route Lisk
Routes | Mexthops  Rules WRF
=] EmG
|Dst. Address 4 |Gateway Distance |Routing Mark|PreF. Source | |v
DAS P 0.0,0,0/0 10.5,120.1 reachable wlanl ]
DA P 10.5.120,0/24 wlan1 reachable o 10.5.120.243
DAC P 192.165.55.0/24  bridge-local reachable 1] 192.168.5858.1
3 items
IP >Routes
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Static Route LAB

Routing
If there are two or more routes pointing to the same address, the more precise
one will be used
- Dst: 192.168.90.0/24, Gateway: 1.2.3.4
- Dst: 192.168.90.128/25, Gateway: 5.6.7.8
- If a packet needs to be sent to 192.168.90.135, Gateway 5.6.7.8 will be used

\ 4

Static Route LAB $

The goal is to ping your neighbor’s laptop

Static route will be used to achieve this

Ask your neighbor the IP address of his/her wireless
interface

And the subnet address of his/her internal network
(192.168.XY.0/24)
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Static Route LAB $

Add a new route rule

Set Dst. Address - your neighbor’s local network address
(€2.192.168.37.0/24)

et Gateway - the address of your neigshbora€™s wireless
interface (eg. 192.168.250.37)

Now you should be able to ping your neighbor’s laptop

Static Route LAB $

Team up with 2 of your neighbors

Create a static route to one of your neighbor’s (A) laptop
via the other neighbor’s router (B)

Ask your neighbor B to make a static route to neighbor’s A
laptop

Ping your neighbor’ laptop
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Static Route LAB L4

‘)),
Neighbor’s A Neighbor’s A

Laptop Router

:

Class Access Point

()

:

Internet
Your Your )
Laptop Router
.\,. "»
Neighbor’s B Neighbor’s B

Laptop Router

nmisasodBata:mMsuiludnyrkIssuuIASONE

10ovdu oy

IWOlKWIINOUSUAIUNSNASoDdoUla:INuIryKISuU
InSoveIlbovaula




Jryrkinwutia:3smsunludryriiiovduuus:uuinsoing ¢
n1sasasevaUnsaliniatienelunitenu

gUnsal ONU/Router ISP FiberHome>

Power - anuglyl Wey/Ande gunsaiinsdafiaung € 3?.

L PON

w

‘}""“";J

- aonuglil Lifia widsdnglvigndneen

PON - anuglyl Andidlen gunsalidewseriugunsalfliuinisund
- aonuglil fansen3u gunsainenewfnsedeasivaunsaifliuinig
- aonuglil fu gunsalldanunsadenseiugunsalflviuinisld

LOS - amurlyl fin Auns ane F/O lulldidensendeluifinisdedyan
- anuglyl Aedunensewsu Adsdyaainunid
- gougla fu Qﬂﬂﬁiﬂﬁamaﬁzgzymﬂﬂﬁ

LAN - aeurlyl fin Sinnsifewsioriiu Port LAN
- aonuglil fansen3u dn1sdu-defeyarinu Port LAN
- anuglil ¢u laifinsidensteriny Port LAN

Urysinwuta:3smsuiladryridooduuus:uuinsotng ¢

gunsal VPN Router (MikroTik RB3011)
LAN - aouglvl fin Snnsidoustes Port LAN
- anugll Annsenu dn155u-dedeyadu Port LAN
- annuglyl ¢iu laifinnsiensionnu Port LAN

RB 3011 UiAS-RM @D

Y o

dadann
winaa gl LAN laifin willane UTP Wensiaeguu Port wantitaunsalviselnsesneuiianesiidewse
Umentulilaidaldnunieasennvzvan
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Jryrkinwutia:3smsunludryriiiovduuus:uuinsoing ¢
qﬂn‘mﬁ Switch (Local Area Network : LAN)

Inlwansanugn1sinuresgunsalidefimsldnuasiilndideifindn visonseniu

nlnaniuy Port Te Port niilalil@a Tinsiadeunanekaumawuuns ol

D-LINK sesrerae
=

Uryknnwullas3s msunluUnykiiiovauuus:uulinSoing

< ¥
daunisalnisideu
< s &
ad Wuladnaly o
n3an Vulednsunsaem anuz/aueg
(google, youtube,
www.cad.go.th .
pantip 21a<)
1 v v sEUUIASEYIEBUMDIITIALAZSEUY VPN Uni
szuunserisdunesiindndey/aunsainszatedygin
2 x x ooy
1p3eUnednde
3 v ® Aulednneuen we szuudumesidnursdnndilals
21aAnINsEUL VPN dades Wesnndivladuaysyuu
4 % v ANTAUNAVDINTUATIV Y TaNNTAIlT N URIUT I 9UB
S¥UU VPN
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http://www.google.co.th/
http://www.youtube/

Uryknnwuta:38msunlulrykiidovduuus:uuindotng &

Ruslvgmidosdu

frszuuBumesidaiiym Faasreseuantus el
nsdl doil 2. Winsreaeu anuglyl Intermnet vugunsalvesilviuimsinduuniviels vie Ya-TUn qunsal Rotuer vass
Tusmsdumeside lul Srdsliaansaldonils fnse sun.nsumsias vide uds CAT-TOT-TRUE-388 luituiiusnisiug
n3dl Jofl 3 - 4 Wiande aun. nsunTI% Tnemss
aaougd Intemet 19awlallél 1 1e30a isoldaulalliiaies
nsalldaulalldiedondien Wideans Lan 91niedes PC T Switch gindu Port Tvu aasiniswdeu Port g
n1snsradiaA Config ginldsu IP Address Undivselyl aanugun@aglasu wiu IP: 192.168.10.1
N1sMeaeY Ping Gateway g1 status LU Reply 3@ Request U ping 192.168.10.1
n1sMeaey Ping DNS @ status 10U Reply %3 Request vi1nnsmageu Service DNS Taeldds nslookup Lu
nslookup www.google.co.th 138 nslookup www.cad.go.th

ping www.google.co.th (?ja%ag‘lmﬁamﬁmlﬂ)

AdoanY uuinSovAdUWOIaoSAIBluMsLNlY tazasoodou €
JryKISsUUIASOUNY

ipconfig idusdsiilduans IP Address, Subnet Mask, Default Gateway ynldfunisiimes /all
arliseaniSoniiufuioatiu Physical Address, DHCP Server, DNS Server “1a”

AWINDOWS\system32\cmd.exe

Microsoft Windows RP [Uersion 5.1.-26001
<C> Copyright 1985-20081 Microsoft Corp.

IC:\Documents and Settings\monito *>ipconfig ~all
Windows IP Configuration
Host Name .
Primary Dns Suffix H
Node Type : Unknown
: No

IP Routing Enabled
WINS Proxy Enabled

[Ethernet adapter LAN SMC:

Media State : Media disconnected

Description . = SMC2452TX—2 Gigabit Ethernet PCI Ada
T : 88-13-F7-EF—2D-B6
Ethernet adapter» LAN Onboard:

Connection—specific DNS
Description .
thernet

Default
DNS Servers .
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ping fda ping avdadaya ICMP Uszian "echo request” Tdaudmine uazmsnunaithmunensunduiviol @

Tgnands-Sudeyanfiafiuni

Reply from “ mngaiuin isnausafnnenuiwanevaneniela”

e C:\WINDOWS\system32\cmd.exe

ft Windows XP [Ue on 5.1.26001

Micr
<(C> Copyright 1985-20081 Microsoft Corp.

C:\Documents and Settings\monitor>ping 192.
Pinging 192.168.63.1 with 32 bytes of data:

Reply from 192.168.63.1: hyte time<ims TTL=64
Reply from 192.168.63.1: hyte time<ims TTL=64
Reply from 192.168.63.1: hyte time<ims TTL=64
Reply from 192.168.63.1: bytes=32 time<ims TTL=64

ics for 192.168.63.1:
Sent

4, Received 4, Lost <8z loss>.
round trip times in milli-seco

Minimum = Bms. Maximum Bns. Average

Request timed out
Janeng”

oA LG WlNDOWS\syslem32\cn1d Xe 3

n 5.1.260081
(C) Cupyn1ght 1985 2881 Microsoft Corp.

IC:\Documents and Settings\monito:;>ping 192.168.63.250
192.168.63.250 with 32 hytes of data:
timed out.
timed out.
timed out.
timed out.

[Ping statistics for 192.168.63.250:
Packets: Sent = 4, Received = B, Lost = 4 <188z loss>

“ pungANuN wkiaunsafaseiudvang

A1 TTL: Time To Live fovaanii packet
anansaeguuszuuls [Welallvill packet andns
aguuszuu Inglvivuneglues a1 Packet 1l
anansaLiun1deUaneni

FpEe.

- TTL = 64 1Huszuuujifnis ( Operating
System: OS ) Linux %58 Router U11adn

- TTL = 128 WWuszuuufifinsdman X 86

( Operating System: OS ) L% Microsoft
Windows

- TTL = 254 ¥4 Router wuanans , Tng

A1 TTL avanadniasduan Router packet 3
WU

Y . < ¢
nagauRlens ping lUuleRaeuen

° INDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.26001
(C> Copyright 1985-2081 Microsoft Corp.

IC:\Documents and Settings\monitcr>ping www.google.com

Pinging www.google.com [173.194.38.18081 with 32 bhytes of data:

Reply from 173.194.38.186: hyte i 83ms TTL=53
i 9ms TTL=53
9ms TTL=53

2 time=79ms TTL=53

Reply from 173. 194.38.188: byte

Ping statistics for 173.194.38.180:

Packets: Sent = 4, Received = 4, Lost = @ (Bz loss),
Approximate round trip times in milli-seconds:

Minimum = ?9ms, Maximum = 83ms,. Average = 80ms

Reply from 192.168.63.1 Destination net
unreachable.

lianunsadsdeyauaysutayals Hamilazidni
SNR s iemsidensedilymmgaues

\ 4

Reply from “ nungauin isausadameiuitivng
Yanemala”

Micr ft Windo Uersion 5.1.260081]
(C> Copyright 1995 2881 Microsoft Corp

IC:\Documents and Settings\monitor>ping www.google.com

Pinging www.google.com [173.194.38.1781 with 32 hytes of data:

Reply from 192.168.63.1: Destination net unreachahle.
Reply from 192.168.63.1: Destination net unreachable.
Reply from 192.168.63.1: Destination net unreachabhle.
Reply from 192.168.63.1: Destination net unreachabhle.

Ping statistics for 173.194.38.178:
Packets: Sent 4, Received = 4, Lost @ <8z lo
Approximate round trlp times in m1111—°econd°'
Minimum = @ms, Maximum = @ms, Average = Bms
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tracert (mu ¢ ip wseTain3satvang) Wumdwldlunsesgeuianaioasiluts @
wsedmneduriy wviwesialuutng ywadieqlddadums Tngldauautfves
Time To Live (TTL) Tun1svinanu

o C:YWINDOWSAsystem32\cmd.exe
<(C> Copyright 1985—-2881 Microsoft Corp.

C:\Documents and Settings\monitoi >tracert —d www.google.com

Tracing r»oute to www.google.com [74.125.135.1471
over a maximum of 38 hops:

ms ms 192.168.63 .1
ms ms 122.168.1 .1
ms ms 119.42.1688 .1
ms mns 118.277.254.45
ms ms 118.77.223 .65
ms ms 61.192.15.245
ms 61.19.92.49
ms 61.19.92.54
ms ?22.14.222 .146
ms 2089 .85.254.166
ms 209 .85.242 .233
ms 2892 .85 .258.237
Regquest timed out.
ms ms 74.125.135.147

WWNHEENWINNAWN R

S TR

Tyrace complete.

nslookup (e ip Wietaiaseut i) ldnsiaaeudeyainesiu DNSveunsaadmune @
Microsoft Windows KP [Version 5.1.2680] § nslookup
(C) Copyright 1985-2001 Microsoft Corp.
www.google.com
C:\Documents.and Settings\monitor ’nslookup www.google.com D o
perver: login (m5yageuIIulentd 1P

Address: 192.168.63.1

Non-authoritative answer: Address @315)
Name:  wuw.google.com
Addresses: 173.194.38.177, 173.194.38.178, 173.194.38.179, 173.194.38.180

173.194.38.17%

\WINDOWS\system32\cmd.exe
Microsoft Windows XP [Uersion 5.1.2600]
nslookup 31.13.79.7 (C)> Copyright 1985-2001 Microsoft Corp.
(mﬁ?ﬂaa‘qu IP Address ﬁ C:\Documents and Settings\monitor’>nslookup 31.13.79.7
- “ . Server: login
uveaSuladazls fddress: 192.168.63.1

Name : star-@1-B3-sinl.facehook.com
Address: 31.13.79.7




¢ arp Mg/uAly arp table (Address Result Protocol) Aemsnsfiuansnisuuasan IP 1 Physical 0
Address Tngvniwesidsliuaninisnsie -a @ud arp -a)

E¥ Administrator: C:\Windows\system32\cmd.exe o — ——

IC rs\Administratc >arp —

Addy

All rights reserved.

| CLOSE_WAIT 58m3#n connection
| TIME_WAIT _semsmeunduann ia3esiinnse
| ESTABLISHED connect du5auazidaldauey

noWSWUShuingonuinalulad Cloud

Computing Ua:sUUUABANAUETD

WslkANUSANWIETREoAUINAlUGRE Cloud
Computing BouinAlula&lsuToDUU SoUfdIUSND
MsUooAUAgANAUAIIANMSIWSS:UNAUaSIDSE
ADUWDI00S ltlasanunsaunludayrxilanunovi




What

is cloud computing?

Cloud Computing

1S
“a mechanism for delivering scalable business
services that execute on a decentralized
computing fabric composed of commodity
software and hardware”
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NIST

cloud computing
definition

Cloud Computing

1S
“a model for enabling ubiquitous, convenient,
on-demand network access to a
shared pool of configurable computing resources”
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Essential Characteristics

<> On-demand self-service
<> Broad network access
<> Resource pooling

<> Rapid elasticity

<> Measured service

Service Models

<> Infrastructure-as-a-service
<> Platform-as-a-service
<> Software-as-a-service
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Service
Models

SaaS

Consumer Activities

Uses application/service for
business process operations.

Provider Activities

Installs, manages, maintains, and supports
the software application on a cloud
infrastructure.

PaaS

Develops, tests, deploys, and
manages applications hosted in a
cloud system.

Provisions and manages cloud
infrastructure and middleware for the
platform consumers; provides
development, deployment, and

administration tools to platform consumers.

laaS

Creates/installs, manages, and
monitors services for IT
infrastructure operations.

Provisions and manages the physical
processing, storage, networking, and the
hosting environment and cloud
infrastructure for laaS consumers.

You manage

Infrastructure
(as a Service)

Applications

(On-
Premises)

Software
(as a Service)

Platform
(as a Service)

Applications

Applications

T
sabeuep Jayl0

i
g o
E i Runtime Runtime
£
>8_ Middleware Middleware
O/S Q O/sS
3
Virtualization Virtualization |- % Virtualization
2 .
Servers » Servers e Servers
-y wn
5
ge Storage 3 Storage Storage
3
Networking Networking Networking

\ 4
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Deployment Models

<> Private Cloud

<> Public Cloud

<> Hybrid Cloud

<> Community Cloud

Private cloud Public cloud
In a private cloud, resources In a public cloud, resources
are used by a single tenant. are used by various tenants.

Community cloud Hybrid cloud

In a community cloud, resources are shared
by several tenants with common interests.

In a hybrid cloud, a tenant uses the pooled
resources of a private and a public cloud.
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Why

use cloud computing?
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Better

<> Focus on your core business
<> Infrastructure becomes SEP
(Someone Else’s Problem)

Faster

<> Infrastructure on demand
<> Provision via API, not phone calls
<> Snapshot, clone and go. Repeat
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Cheaper

<> Reduced need for capital
<> OpEx not CapEx
<> Barrier to entry is much lower
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& N

J'&‘\\‘
Virus
is
“a type of computer program that, when

executed, replicates itself by modifying other
computer programs and inserting its own code”

Type of Virus

<> Resident vs. non-resident viruses
<> Macro virus

<> Boot sector virus

<> Email virus
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Virus Effects

virus, spyware
social engineering

Virus Effects

<> acquisition of hard disk space or central
processing unit (CPU) time

<> accessing and stealing private information

<> corrupting data, displaying political, humorous
or threatening messages on the user's screen

<> spamming their e-mail contacts, logging their
keystrokes, or even rendering the computer useless
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Virus Prevention

<> Anti-virus Software
<> Security Practices

@ ¢
Spyware

“a software that aims to gather information about
a person or organization, without their
knowledge, and send such information to another
entity without the consumer's consent”
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@ ¢
Spyware Effects

<> create significant unwanted CPU activity,
disk usage, and network traffic.

<> stability issues, such as applications
freezing, failure to boot, and system-wide crashes

<> causes difficulty connecting to the Internet

& °
Spyware Prevention

<> Anti-spyware Software
<> Security Practices
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f
Social Engineering

1S
“the psychological manipulation of people
into performing actions or divulging
confidential information”

g@

f‘ |

<> Phishing / Smishing

<> Spam

<> Impersonation

<> Pretexting / Vishing

<> Water holing

<> Baiting

<> Tailgating / Piggybacking

g@
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Social Engineering Protections

<> delete any request for personal
information or passwords

<> reject requests for help or offers of help

<> set your spam filters to high

<> secure your devices

<> always be mindful of risks

Thank You
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